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Abstract 

Number vof vinternet vconnected vdevices vis increasing as vIoT is vgetting vmore prevalent. vVolume vof vdata vcollected 

vby vIoT vsensors vis vvery vhigh vand vrequires vconsiderable vresources for vdata processing vlike vanalytics. Internet vof 

vThings (vIoT) is vnow vin vits vinitial vstage but very soon, it is going to influence almost every day-to-day items wev usev. 

Thev morev itv willv bev includedv inv ourv lifestylev, morev willv bev the threatv ofv itv beingv misusedv. Therev isv anv 

urgentv needv tov makev IoTv devicesv securev fromv gettingv crackedv. Veryv soonv IoTv isv goingv tov expandv thev areav 

forv thev cyber-attacksv onv homesv andv businessesv byv transformingv objectsv thatv werev usedv tov bev offlinev intov 

onlinev systemsv. Existingv securityv technologiesv arev justv notv enoughv tov dealv withv thisv problemv. Thereforev Manyv 

technologiesv andv methodologiesv havev beenv introducedv tov providev morev securityv andv privacyv forv IoTv devicesv.  
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Thev Internetv ofv Thingsv (IoTv) hasv beenv 

identifiedv asv onev ofv thev mostv disruptivev  

technologiesv ofv thisv centuryv. Itv hasv attractedv 

muchv attentionv fromv societyv, industryv andv 

academiav asv av promisingv technologyv thatv canv 

enhancev dayv tov dayv activitiesv, thev creationv ofv 

newv businessv modelsv, productsv andv servicesv, andv 

asv a broadv sourcev ofv researchv topicsv andv ideasv. 

Highv severityv securityv attacksv tov CNIv conceptsv, 

suchv asv datav leakagev, spoofingv, disruptionv ofv 

servicev (DoS/DDoS)v, energyv bleedingv, insecurev 

gatewaysv, etc., targetv sensitivev information/datav canv 

disruptv thev systemv availabilityv andv energyv 

resourcesv, canv causev systemv blackoutsvand also 

otherv indiscriminatev andv long-lastingv damagev. Thev 

effectsv ofv thesev securityv issuesv mayv causev majorv 

interferencev tov thev operationv of servicesv(e.g. publicv 

transportationv networksv canv bev targetedv tov causev 

chaosv duringv peakv travelv periodsv, attacksv tov 

powerv gridsv canv resultv inv wastingv hugev amount 
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ofv energyv andv av possiblev blackoutv ofv thev 

systemv, etc.) andv thereforev, requirev immediatev 

attentionv.  

Nowadaysv, thev IoTv asv a buzzwordv isv widelyv 

knownv, subsequentv industryv applicationsv relatedv tov 

thev IoTv willv arisev, forv examplev cyber-

transportationv systems (CTS), cyber-physicalv systemsv 

(CPS), andv machine-to-machine v(M2M) 

vcommunications .vAs tov thev securityv, thev IoTv willv 

bev facedv withv morev severev challengesv. Therev arev 

thev followingv reasons: 1) vthe IoTv extendsv thev 

‘internetv’ throughv thev traditionalv internetv, mobilev 

networkv andv sensorv networkv andv sov onv, 2) everyv 

‘thingv’ willv bev connectedv tov thisv ‘internetv’, and 3) 

thesev ‘thingsv’ willv communicatev withv eachv otherv.  

Thereforev, thev newv securityv andv privacyv problemsv 

willv arisev. Wev shouldv payv morev attentionv tov thev 

researchv issuesv forv confidentialityv, authenticityv, and 

integrityv ofv datav inv thev IOTv. Nowadaysv, thev IoTv 

asv av buzzwordv isv widelyv knownv, subsequentv 

industryv applicationsv related to thev IoTv will arisev, 

forv examplev cyber-transportationv systemsv (CTS), 

cyber-physicalv systemsv (CPS), andv machine-to-

machinev (M2M)v communicationsv. Asv tov thev 

securityv, thevIoTv willv be facedv withv more severev 
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challengesv. Therev arev thev followingv reasons: 1) thev 

IoTv extends thev ‘internetv’ throughv thev traditionalv 

internetv, mobilev networkv and sensorv networkv and so 

on, 2) everyv ‘thingv’ willv bev connectedv tov thisv 

‘internetv’, and 3) thesev ‘thingsv’ willv communicatev 

withv eachv otherv. Thereforev, thev newv securityv and 

privacyv problemsv willv arisev. Wev shouldv payv 

morev attentionv tov thev researchv issuesv forv 

confidentiality,vauthenticityv, andv integrityv of datav inv 

the IOTv.    

 

                                      RELATED WORKS  

       

[1] Pulsev: Anv Adaptivev Intrusionv Detectionv forv 

thev Internetv ofv Thingsv. Thisv paperv signifiesv av 

briefv descriptionv aboutv emergingv av newv modelv 

thatv canv forecastv maliciousv behaviourv andv can 

vnotice hostilev IoTv junctionv onv av networkv. 

Majorlyv veryv delicatev individualv datav suchv asv 

phonev numberv, emailv addressv, codewordsv, 

passwordsv etc., is alsov vprovided overv internetv 

whichv isv assemblingv them vas a vboard forv 

numerousv attacksv thatv takev placev throughv cybersv. 

Thev informationv whichv we sendv fromv onev devicev 

tov anotherv devicev hasv notv beenv protectedv. Tov 

providev securityv tov IoT devicesv, functioningv ofv 

securityv managementv shouldv bev donev in a properv 

wayv. Onev suchv securityv managementv declaredv 

herev is Intrusionv Detectionv Systems(IDS)v whichv 

canv progressv thev security vreaction. Sincev IDSv 

sensorsv canv perceivev networkv hostsv and vstrategies, 

theyv canv alsov bev utilizedv tov vinspect thev 

informationv thatv isv existingv insidev thev networkv 

packagesv, as well asv  tov recognize vthe operating 

vsystems ofv servicesv thatv are beingv manipulatedv. 

Herev thev foremostv explorationv has vbeen 

undertakenv to developv Pulsev relatedv IDSv whichv 

willv be functionedv in twov segmentsv in whichv onev 

ofv themv regularlyv recordv thev networkv trafficv andv 

itv isv generatedv automaticallyv andv protected vby thev 

logv filesv. The vother is usedv tov deployv variousv 

outbreaksv andv additionalv maliciousv proceduresv 

suchv as webv scrutinizingv werev systematizedv onv 

thev identicalv networkv howeverv thev systemv trafficv 

wasv alsov documentedv.   

[2] DEMOv: Anv IDSv Frameworkv forv Internetv of 

vThings, Thisv paperv signifiesv va briefv descriptionv 

aboutv Empoweredv byv 6LoWPANv, Intrusionv 

Detectionv Systemv(IDS) forv IoTv byv familiarizingv 

currentv openv codev methodologiesv. Inv orderv tov 

simplifyv vthis, anv evolvingv techniquev representsv anv 

IDSv backgroundv forv IoTv, authorized vby IPv6v thatv 

hasv shortv controlv overv thev  privatev areav networkv 

(6LoWPAN) vdevices. Itv is a criss-crossv codev ofv 

behaviourv thatv describesv summarizationv andv 

captionv firmnessv mechanismv andv alsov it isv a 

stimulatingv protocolv whichv actsv asv av backbonev 

forv the recognitionv of IoTv in a vreserve  controlledv 

atmospherev andv thesev strategiesv are vsusceptible to 

voutbreaks vthat arev obtainedv from vboth thev 

wirelessv sensorv networksv andv thev Internetv 

protocolsv. The projectedv IDSv outlinev whichv 

comprisesv of a recordingv machinev andv an exposurev 

enginev hasv beenv combinedv intov the systemv 

frameworkv thatv is establishedv insidev the EU FP7v 

projectv ‘ebbitsv’ andv a crowdingv attackv is originatedv 

byv meansv of vGraphical User Interface(GUI)v thatv 

displaysv actualv disruptionv probabilityv of channelsv 

particularlyv plannedv andv unifiedvv byv thev 

Frequencyv Agilityv Managerv (FAM). A penetrationv 

testingv (Pen Test) systemv hasv beenv developedvv vto 

estimatev the presentationv ofv the vapplied IDSv 

frameworkv andv thisv penetrationv testingv outlinev is 

basedv onv Metasploitv. The testsv conductedv 

discoveredv thatv the projectedvv voutline indicatesv the 

positivev consequencesv ofv confirmationv ofv better-

qualityv securityv in 6LoWPANsv. 

[3] Emergingv “Cyber Hygienev” Practicesv forv thev 

Internetv of vThingsv (IoT): Professionalv Issuesv in 

Consultingv Clientsv and Educatingv Usersv on IoT 

Privacyv and Securityv, Thisv paperv signifiesv a briefv 

descriptionv aboutv today’s computingv technologiesv in 

workplacesv and householdsv (thev latterv includingv 

frequentlyv changingv passwordsv andv installingv 

malwarev protectionsv). Thisv paperv vexplores thev 

variousv rolesv of healthv professionalsv, insurancev 

agentsv, marketersv, lawyersv, financialv specialistsv, and 

otherv professionalsv whov are vworking withv clientsv 

andv consumersv duringv thisv periodv in whichv IoTv 

devicesv are evolvingv rapidlyv and thev IoT-producedv 

data’s privacyv and otherv legalv statusesv are stillv 

murkyv. Rolesv of technologyv developersv vand 

implementersv may alsov shiftv asv IoTv datav arev 

retainedvv for an assortmentv of technicalv vand 

diagnosticv purposesv butv are laterv requestedv or 

subpoenaedv for specificv investigationsv or legalv 

proceedingsv. Thev paperv will alsov outlinev vthe 

needsv for inputv to publicv vpolicy discoursev by 

communicationsv professionalsv whov havev somev 

insightsv as to howv IoTv advancesv mayv impactv theirv 

clientsv and societyv as a wholev. In the nearv futurev, 

educationv andv communicationsv professionalsv mayv 

alsov empowerv householdsv byv designingv 

instructionalv materialsv forv use in establishingv cyberv 

hygienev routinesv and resolvingv IoT-relatedv 

concernsv.  

[4] Authenticationv ofv IoTv Devicev and IoTv 

Serverv Usingv Securev vVaults, Thisv paperv 

signifiesv a briefv descriptionv aboutv  

Mutualv authenticationv betweenv vIoT 

devicesv and IoTv serversv is an importantv 

partv of securev IoTv systemsv. Singlev 

password-basedv authenticationv 

mechanismsv, whichv arev widelyv usedv, 

arev vulnerablev to side-channelv andv 

dictionaryv attacksv. In thisv paperv, wev 

present a multi-keyv (or multi-passwordv) 
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basedv mutualv authenticationv mechanismv. 

In our approachv, the sharedv secretv 

betweenv thev vIoT serverv andv thev IoTv 

devicev is calledv securev vaultv, whichv is a 

collectionv of equalv sizedv keysv. Initialv 

contentsv of the securev vaultv are sharedv 

betweenv the serverv andv the IoTv devicev 

and contentsv of the securev vaultv changev 

afterv everyv successfulv communicationv 

sessionv. Wev havev implementedv thisv 

mechanismv on an Arduinov devicev to 

provev our algorithmv is feasiblev on IoTv 

devicesv withv memoryv and computationalv 

powerv constraintsv. 
 

[5] Ensuringvv compliancev of IoTv devicesv vwith 

theirv Privacyv Policyv Agreementv, This paperv 

signifiesv a briefv descriptionv aboutv the studyv the 

securityv issuesv of IoTv devicesv duev to the sensitivev 

informationv they carryv aboutv theirv ownersv. Privacyv 

is notv simplyv aboutv encryptionv and accessv 

authorizationv, butv alsov aboutv whatv kindv of 

informationv is transmittedv, howv it usedv vand to  

whomv it willv be  sharedv withv. Thusv  IoTv 

manufacturersv shouldv be compelledv to issuev Privacyv 

vPolicy Agreementsv forv theirv respectivev devicesv as 

well as ensurev thatv the actualv behaviorv of the IoTv 

devicev compliesv withv thev issuedv privacyv policyv. 

In thisv paperv, we implementv a testv bed vfor vensuring 

vcompliance of vInternet of vThings vdata vdisclosure vto 

the vcorresponding vprivacy vpolicy. vThe vfundamental 

vapproach vused in the vtest vbed is to vcapture the vdata 

vtraffic vbetween vthe IoTv devicev and vthe vcloud, 

vbetween the vIoT vdevice vand its vapplication von the 

vsmart-phone, vand vbetween the vIoT vapplication and 

the vcloud and vanalyze vthose vpackets for vvarious 

vfeatures. vWe vtest 11 vIoT vmanufacturers vand the 

vresults vreveal vthat vhalf of vthose vIoT 

vmanufacturers vdo not vhave van vadequate vprivacy 

vpolicy vspecifically vfor vtheir vIoT vdevices. vIn 

vaddition, vwe vprove vthat the vaction vof vtwo vIoT 

vdevices vdoes vnot vcomply vwith vwhat vthey vstated 

in vtheir vprivacy vpolicy vagreement. 

[6] vFive vActs of vConsumer vBehaviour: A vPotential 

vSecurity vand vPrivacy vThreat to vInternet of vThings, 

vThis vpaper vsignifies a vbrief vdescription vabout vThe 

vexisting securityv and privacyv preservingv solutionsv 

proposedv for IoT-enabledv consumerv productsv 

overlookv communalv vacts of a vconsumer vbehaviour. 

Theyv lack support vin casev whenv IoT Consumersv 

borrowv, rentv, giftv, resalev and retirev theirv IoT-

enabledv electronicv productsv. In thisv paperv, we 

attemptv to highlightv IoT consumer’s securityvv and 

privacyv violationv throughv seeminglyv fivev differentv 

anglesv. We alsov speculatev that IoTv productsv or 

devicesv, evenv afterv theirv End of Lifev (EOL), i.e. 

“IoTv wastev”, couldv becomev anv attractivev gatewayv 

for cyberv criminalsv vto accessv privatev informationv. 

Consequentlyv, we presentv some recommendationsv inv 

thisv regard.  

 [7] Blockchainv: A Gamev Changerv forv Securing IoTv 

Datav, Thisv paperv signifiesv a briefv descriptionv 

aboutv The safetyv of blockchainv has itsv originv from 

cryptography which exploits the technology’s dispersed 

nature that affords the fundamentals for its security. 

Blockchain technology comprises of four major 

mechanisms namely network of nodes, Distributed 

database system, Shared ledger and cryptography which 

helps in preserving the record of each and every operation 

performed on the network and these operations are 

implemented on the blockchain platform by considering 

three different domains called public, consortium area and 

private. IoTv is profitedv by thev servicesv offeredv by 

thev blockchainv technologyv throughv APIsv thatv arev 

existingv byv thev nodesv of the networkv. In orderv tov 

connectv vmultiple blockv chainsv, if artificialv 

intelligencev is addedv to thev IoTv locationv thatv is 

vconnected to vblockchain vnetwork it createsv a 

Decentralizedv Autonomousv Organizationv 

(DAO)whichv runsv withoutv consideringv humanv 

involvementv. By increasing the safety of roads, cars and 

homes, to fundamentally improving the manufacture and 

consuming the products, IoT solutions provide valuable 

information and insights that improve the mode of 

working and implementing and this outcome depends on 

ensuring the integrity and confidentiality of IoT solutions 

and data while justifying cybersecurity risks. 

[8] Blockchain Enabled IoT Edge Computing, This paper 

signifies a brief description about The distributed nature 

of blockchain do not depend on a central point of control 

and a lack of a single authority makes the system fairer 

and considerably more secure. The technique in which the 

information is documented onto a blockchain 

characterizes its most revolutionary quality and its value 

of decentralization. Edge computing is a dispersed 

Information technology (IT) architecture in which client 

data is managed at the margin of the network, as close to 

the initiating source as possible. The architectural model 

involves the components like blockchain network, client 

or requester, resource lender and worker nodes and as 

soon as the transaction application is successfully 

recognized by the blockchain network and the resource 

provider will start processing the job by appealing 

occupation of specific scripts on one of the worker nodes. 

It empowers analytics and information gathering to arise 

at the source of the data and it also helps to face numerous 

challenges like validation of results, Reward system, 

packaging and distribution. Blockchain based resource 

sharing solution can help edge and fog architecture to 

address their scaling requirements. Edge level video 

storage that has searchable indexed storehouse for the 

video content and a basic form of this use case is 

distinguishing the dissimilar objects that are existing in 

video settings by means of deep learning and image 

classification techniques and this processing will be 

executed over worker nodes given by resource providers. 

 [9] When Internet of Things Meets Blockchain: 
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Challenges in Distributed Consensus, This paper signifies 

a brief description about IoT and blockchain ledger 

security is a method that is used to track-and-trace an IoT 

aided dispersal mechanism which comprises of two chief 

distributed consensus called Proof of Work (PoW), Proof 

of Stake (PoS) which plays a dynamic role in sustaining a 

solitary version of blockchain register among all 

manipulators. A DAG (Direct Acyclic Graph) based 

consensus mechanism utilises MCMC(Monto Chain 

Monto Carlo)tip selection algorithm which permits the 

operators to interpolate their blocks into blockchain at any 

period, as long as they process their previous transactions 

and it consists of two distinctive approaches named as 

Tangle and Hashgraph. Tangle is a DAG grounded 

distributed ledger for recording communications and it 

agrees assorted divisions eventually got merged into the 

chain, resulting in broad output and whereas hashgraph 

privileges to support an extra data which outfits a gossip 

protocol that is somewhat blockchain does not do and this 

is the segment where nodes reciprocate the statistics with 

other nodes to build and to resolve the data production.     

[10] A Survey on Consensus Protocols in Blockchain for 

IoT Networks, This paper signifies a brief description 

about the several circumstances on which the usage of 

blockchain can afford the declaration of data integrity and 

safety for IoT networks and it can be explained by 

concentrating on recently functioned consensus and that 

is parallelly associated with the real time instances of 

resource controlled IoT devices and its network. The 

implementation is basically conducted on various means 

of recent consensus protocols in blockchain for IoT 

networks which in result delivers the respectable alternate 

resources in which the secluded blockchain and tangle can 

be employed. When compared to all the previous 

implementations revealed are appeared to be justifying 

and satisfactory since they get interrelated to the current 

limitations of blockchain technology and all these 

constraints says about the various mechanisms on which 

high security can be provided to IoT devices through the 

platform of blockchain. Since, no constraint has been 

successfully justified the current usage of all the 

limitations on IoT devices and to overcome this situation 

a blockchain based IoT platform has to be planned which 

is based on large scale with less potential. This mode of 

utilization of IoT network on blockchain should be 

operated and organized by a framework which consists of 

a cross framework, that means a framework that consists 

of numerous existing methodologies by which the security 

can be provided in a high range or it should contain newly 

developed framework with modernized methods that are 

applicable for constrained IoT devices and its networks. 

    SL No     Technology            Advantage            Disadvantage 

 

1 

         

Intrusion Detection 

Quick  detection No impact on traffic 

 

2 

 

 Denial-of-  service 

Highly reliable Loss of reputation 

 

3 

User education Highly scalable Increased accessibilty 

 

4 

Secure vault High security More attacks 

 

5 

 

GDPR 

Better data security High cost 

 

6 

 

DVR 

High security Low storage capacity 

 

7 

 

Blockchain 

Good stability Not ind estructible 

 

8 

 

Edge Computing 

High speed and latecncy High attacks 

 

9 

 

DAG 

High speed and reliablity Less scalable 

 

10 

Hyperledger Good performance Complex architecture 

                                        

                                        CONCLUSION 

 

In this paper we have discussed different techniques to 

secure IoT devices. The best and shortest solution which 

we have obtained to solve the problem of security in IoT 

devices is providing several circumstances on which the 

usage of blockchain can afford the declaration of data 

integrity and safety for IoT networks and it can be 

explained by concentrating on recently functioned 

consensus and that is parallelly associated with the real 

time instances of resource controlled IoT devices and its 

network. Apart from this various solutions have been 

provided to solve different security issues. 
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